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�� 6FRSH
This document defines the interface between the Air Vehicle Standard Segment
and the TCS Real Time Processing Segment. For the implementations of TCS
for the foreseeable future, the Air Vehicle Standard Segment shall be
implemented as a Datalink Control Module (DCM).

��� 7DFWLFDO�&RQWURO�6\VWHP�,QWURGXFWLRQ

The purpose of the Tactical Control System (TCS) is to provide the military
services with a single command, control, data receipt, data processing, data
export and dissemination system that is interoperable with the family of all
present and future tactical unmanned aerial vehicles (UAVs).  These UAVs shall
include the Tactical Unmanned Aerial Vehicle (TUAV) and the Medium Altitude
and Endurance (MAE) UAV (henceforth referred to as Outrider and Predator
respectively), their associated payloads, and other network communication
systems.  TCS will also be capable of receiving and processing information from
High Altitude and Endurance (HAE) UAVs, their associated payloads, and future
development UAVs and payloads.

����� 7&6�3URJUDP��3KDVHV��DQG�8$9�,QWHUDFWLRQ

The Unmanned Aerial Vehicle Joint Project Office (UAV JPO) has undertaken
development of a TCS for UAVs.  Design and development of the TCS will be
conducted in two phases.  Phase 1 is defined as the Program Definition and Risk
Reduction phase, and  Phase 2 is defined as the Engineering and Manufacturing
Development phase in accordance with Department Of Defense Instruction
(DODI) - 5000.2R.  During Phase 2, TCS Low Rate Initial Production (LRIP) will
commence.  Phase 1 will be a 24 month period and will demonstrate Level 1
through Level 5 interaction (as defined below) in an Incremental and
Evolutionary strategy as described in accordance with MIL-STD-498.  The five
discrete levels of multiple UAV interaction to be provided by the TCS are:

Level 1: receipt and transmission of secondary imagery and/or data

Level 2: direct receipt of imagery and/or data

Level 3: control of the UAV payload in addition to direct receipt of
imagery/data

Level 4: control of the UAV, less launch and recovery, plus all the
functions of level three

Level 5: capability to have full function and control of the UAV from takeoff
to landing
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����� 7DFWLFDO�&RQWURO�6\VWHP

The TCS consists of the software, software-related hardware and the extra
ground support hardware necessary for the control of the TUAV, the MAE UAV,
and future tactical UAVs.  The TCS will also provide connectivity to specifically
identified Command, Control, Communications, Computers, and Intelligence
(C4I) systems.  TCS will have the objective capability of receiving High Altitude
Endurance (HAE) UAV payload information.  Although developed as a total
package, the TCS will be scaleable to meet the user’s requirements for
deployment.  TCS will provide a common Human-Computer Interface (HCI) for
tactical airborne platforms to simplify user operations, training, and facilitate
seamless integration into the Services’ joint C4I infrastructure across all levels of
interaction.

������� 6RIWZDUH

The major focus of the TCS program is software.  The software will provide the
UAV operator the necessary tools for computer related communications, mission
tasking, mission planning, mission execution, data receipt, data processing,
limited data exploitation, and data dissemination.  The software will provide a
high resolution computer generated graphics user interface that enables a UAV
operator trained on one system to control different types of UAVs or UAV
payloads with a minimum of additional training.  The TCS will operate in an open
architecture and be capable of being hosted on computers that are typically
supported by the using Service.  Software developed will be Defense Information
Infrastructure / Common Operating Environment (DII/COE) compliant, non-
proprietary, and the architectural standard for all future tactical UAVs. To the
extent possible, the TCS will use standard Department of Defense (DoD)
software components to achieve commonality. TCS will provide software
portability, scaleable functionality, and support for operational configurations
tailored to the users’ needs.

������� +DUGZDUH

To the extent possible, the TCS will use standard DoD components in order to
achieve commonality.  The TCS will use the computing hardware specified by
the service specific procurement contracts.  The individual armed services will
identify TCS computing hardware, the desired level of TCS functionality, the
battlefield C4I connectivity, and the particular type of air vehicle and payloads to
be operated depending upon the deployment concept and area of operations.
TCS hardware must be capable of being scaled or modularized to meet varying
Service needs.  TCS hardware will permit long range communications from one
TCS to another, data storage expansion, access to other computers to share in
processing capability, and multiple external peripherals.
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����� ,QWHJUDWLRQ�ZLWK�-RLQW�&�,�6\VWHPV

TCS integration with C4I systems will be accomplished through development of
interfaces that permit information exchange between the TCS and specified C4I
systems.  TCS will be capable of entering DII/COE compliant networks.  Network
interoperability will include but not be limited to:

Advanced Tactical Weapons Control Station (ATWCS)

Advanced Field Artillery Tactical Data System (AFATDS)

Air Force Mission Support  System (AFMSS)

All Source Analysis System(ASAS)

Automated Deep Operations Coordination System (ADOCS)

Automated Target Hand-off System (ATHS)

Closed Circuit Television (CCTV)

Common Operational  Modeling, Planning, and Simulation Strategy
(COMPASS)

Contingency Airborne Reconnaissance System (CARS)

Enhanced Tactical Radar Correlator (ETRAC)

Guardrail Common Sensor (GRCS)/Aerial Common Sensor (ACS)
Integrated Processing Facility (IPF)

Intelligence Analysis System (IAS)

Joint Deployable Intelligence Support System (JDISS)

Joint Maritime Command Information System (JMCIS)

Joint Service Imagery Processing System - Navy (JSIPS-N)

Joint Surveillance Target Attack Radar System (JSTARS) Ground Station
Module/Common Ground Station (GSM/CGS)

Modernized Imagery Exploitation System (MIES)

Tactical Aircraft Mission Planning System (TAMPS)

JSIPS Tactical Exploitation Group (TEG)

Theater Battle Management Core System (TBMCS)

TROJAN Special Purpose Integrated Remote Intelligence Terminal
(SPIRIT) II

The TCS will export and disseminate UAV imagery products, tactical
communication messages, as well as mission plans and target coordinates.
TCS will also receive, process, and display tasking orders, and operational
information from Service specific mission planning systems.

����� 6\VWHP�&RPSOLDQFH

The TCS will be developed in compliance with the following military and
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commercial computing systems architecture, communications processing, and
imagery architecture standards:

a) Defense Information Infrastructure (DII) / Common Operating
Environment (COE)

b) Computer Open Systems Implementation Program (COSIP)

c) Common Imagery Ground/Surface System (CIGSS) Handbook

d) Variable Message Format (VMF) and Joint Message Format (JMF)

e) National Imagery Transmission Format (NITF)

f) Assistant Secretary of Defense (ASD) (C3I) Joint Technical Architecture
(JTA)

g) Airborne Reconnaissance  Information Technical Architecture (AIRTA)

��� 'RFXPHQW�2YHUYLHZ

This document defines the requirements and design of the TCS Standard
Segment to Air Vehicle Standard Segment Interface (AV Standard Interface).
This document was developed using MIL-STD-498 (Data Item Description DI-
IPSC 84136) as a guide. A requirements section was added to allow this
document to function as both an Interface Requirements Specification and an
Interface Design Description. The document is divided into the following
sections:

Section 1 - Scope:  Provides a description of the overall development
effort and objectives of the program.

Section 2 - Applicable Documents:  Lists all reference documents
applicable to this development effort.

Section 3 - Requirements: Defines the requirements imposed on the
interface by higher level documents. Expands and clarifies interpretation
of higher level requirements.

Section 4 -Interface Design:  Defines the design of the interface. This
includes the interface hardware as well as the messages transferred
across the interface.

Section 5 - Requirement Traceability: Defines the traceability of the
requirements of this interface to higher level requirements.

Section 6 - Notes:  Provides background information on the intended uses
of the system. Also included in this section is a list of acronyms.
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Section 7 - Predator Specific Appendix: Provides any Predator specific
implementation data.

Section 8 - Outrider Specific Appendix: Provides any Outrider specific
implementation data.

�� $SSOLFDEOH�GRFXPHQWV

MIL-STD-498 5 Dec. 94 Software Development and Documentation
DI-IPSC-81436 5 Dec. 94 MIL-STD-498 DID
RFC 1014 External Data Representation Standard
DODI 5000.2R Department Of Defense Instruction
TCS 102 Tactical Control System System Subsystem 

Specification
TCS 104 Tactical Control System System Subsystem 

Design Description

�� 5HTXLUHPHQWV

AVSTD1 -  The AV Standard interface shall provide a reliable transport
mechanism to pass messages between the TCS and the AV Standard
Segment.

AVSTD2 -  The AV Standard interface shall support levels 2 through 5 of UAV
interaction defined in the TCS Joint Operational Requirements Document.

AVSTD3 -  The AV Standard interface shall provide the functionality required to
operate with the Predator and Outrider UAVs.

AVSTD4 -  The AV Standard interface shall be based on a standard, open
system, network interface.

AVSTD5 -  The AV Standard Interface is Mission Critical during level 2 operations
and both Mission Critical and Flight Critical during levels 3, 4 and 5
operations.  As a minimum, the portion of the AV Standard Interface that
supports Flight Critical operations shall be segregated from other networks
and interfaces in the TCS system.

AVSTD6 -  The AV Standard interface shall be designed to be stable and
pseudo-deterministic.

AVSTD7 -  The AV Standard interface shall be capable of passing two analog
RS-170 video feeds from the AV Standard Segment to the TCS.

AVSTD8 -  The AV Standard interface shall be scaleable to provide high
bandwidth digital service to support digital video and imagery applications.

AVSTD9 -  The AV Standard interface shall be easily scaleable to provide the
messages and data fields required to safely command any fixed wing
unmanned air vehicle which has an autopilot which controls flight surfaces
and understands waypoints.
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AVSTD10 -  Intentionally deleted.
AVSTD11 -  The AV Standard Interface shall not support the direct control of AV

flight surfaces except while the AV is undergoing maintenance or preflight
checkout on the ground. The interface shall only pass flight path commands
to the autopilot.

AVSTD12 -  The AV Standard interface shall have the capability to transfer flight
route plans from the TCS to the DCM.

AVSTD13 -  The AV Standard interface will provide the functionality to command
all EO/IR payloads currently on the Predator or the Outrider UAVs. For
version 1.0 of this IDD, the payloads supported shall be the Versatron Skyball
for Predator, and  the Israeli Aircraft Industries POP-100 for Outrider.

AVSTD14 -  The AV Standard interface will provide the functionality to receive all
telemetry and products from all payloads currently on the Predator or Outrider
UAVs. For version 1.0 of this IDD, the AV Standard interface shall support the
receipt of  telemetry and imagery from the Versatron Skyball for Predator,
and  the Israeli Aircraft Industries POP-100 for Outrider. The AV Standard
interface shall support the receipt of telemetry from the Predator SAR
payload.

AVSTD15 -  The AV Standard interface shall be scaleable to command future
payloads to be carried by an UAV which is integrated with TCS.

AVSTD16 -  The AV Standard interface shall be scaleable to receive telemetry
and products from future payloads carried by an UAV which is integrated with
TCS.

AVSTD17 -  The AV Standard Interface shall have adequate bandwidth to
support transfer of all available commands, telemetry, and imagery available
from the AV with an average utilization less than 50%.

AVSTD18 -  If the AV Standard Interface does not have its own dedicated
physical interface, then the total average utilization of the physical interface
including the AV Standard Interface and any other traffic present shall be less
than 25%.

AVSTD19 -  Intentionally deleted.
AVSTD20 -  Intentionally deleted.
AVSTD21 -  Intentionally deleted.
AVSTD22 -  The AV Standard Interface shall be capable of transferring the data

required to allow TCS to command and monitor the Satellite Communications
(SATCOM) Air Data Terminal  on all AVs which have been integrated with
TCS and have a SATCOM capability.

AVSTD23 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to fully command and monitor the Identify Friend or
Foe capability of all AVs which have been integrated with TCS.

AVSTD24 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to switch the data link between LOS and SATCOM
while the AV is in operation.

AVSTD25 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to command and monitor the LOS ADT antenna
selection, pointing, and transmission modes.



TCS - 229
August 29,1997

11

AVSTD26 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to command and monitor the LOS ADT transmit power,
transmit frequencies,  and receive frequencies.

AVSTD27 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to command and monitor the SATCOM ADT antenna
pointing and transmission mode.

AVSTD28 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to command and monitor the SATCOM ADT transmit
power, transmit frequencies, and receive frequencies.

AVSTD29 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to send ephemeris data required by the SATCOM ADT
to the AV.

AVSTD30 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to dynamically change the AV flight path by
commanding heading, altitude, and airspeed.

AVSTD31 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to dynamically command an Electro-Optical (EO)
payload’s operating parameters, including azimuth, depression, iris, and
zoom.

AVSTD32 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to dynamically command an Infrared (IR) payload’s
operating parameters, including, azimuth, depression, polarity, zoom, and
gain.

AVSTD33 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to dynamically command the Synthetic Aperture Radar
(SAR) payload’s operating parameters, including, TBD.

AVSTD34 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to command and monitor the AV’s emergency recovery
system if the AV has an emergency recovery system.

AVSTD35 -  The AV Standard Interface shall provide the capability to transfer to
the TCS the status of all subsystems on the AV which report status
information.

AVSTD36 -  The AV Standard Interface shall be designed to support the
capability to monitor the payload of an AV which is being flown by another
TCS.

AVSTD37 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to select, command, and monitor all of the navigation
systems present on the AVs which have been integrated with TCS. The
navigation system types currently supported are Inertial Navigation System
(INS), Global Positioning System (GPS), barometric altimeter, radar altimeter,
and magnetometer.

AVSTD38 -  The AV Standard Interfaces shall be capable of transferring the data
required to allow TCS to run AV maintenance software and report the status
and results to the TCS.
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AVSTD39 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to override the automated navigation systems in the
AV and set the flight path manually with autopilot commands.

AVSTD40 -  The AV Standard Interface shall be designed such that no single
hardware failure or software error results in an unsafe command to be
transmitted to  and accepted by the air vehicle. The AV Standard interface
shall be built on the guaranteed  delivery services of TCP and all messages
sent across the AV Standard interface shall contain a check sum.

AVSTD41 -  The AV Standard Interface shall be designed to support the hand off
of AVs between two different TCSs.

AVSTD42 -  The TCS shall be capable of transferring the data required to allow
TCS  to perform flight route plan upload through the DCM to the AV via the
selected system data link or direct ground connection.

AVSTD43 -  The Flight Route Plan, as a minimum, shall include AV flight path
information, Loss of Link plan, AV VCR control tasking if supported, and data
link control information if supported.

AVSTD44 -  Intentionally deleted.
AVSTD45 -  The AV Standard Interface shall be capable of transferring the data

required to allow TCS receive of AV analog  payload video information from
the DCM. Analog video shall be received in RS-170A format.

AVSTD46 -  The AV Standard Interface shall support the capability to
sequentially control and monitor multiple AVs.

AVSTD47 -  The AV Standard Interface shall support flight controls which provide
Operator command and Autonomous Control with operator override.

AVSTD48 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to control the flight of the selected AV in accordance
with the specific AV’s operational performance capabilities.

AVSTD49 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to perform air vehicle flight control beyond  line of sight
via up link command to two air vehicles of the same type using sequential
communication techniques.

AVSTD50 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to control the flight behavior characteristics inherent to
the selected AV.

AVSTD51 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to initiate or change flight behaviors by sending the
proper control commands to the UAV.

AVSTD52 -  The AV Standard Interface shall be capable of communicating fuel
parameters to the TCS to include as a minimum, fuel status, flow rate, and
bingo fuel.

AVSTD53 -  The AV Standard Interface shall support the necessary system
capabilities required for payload control beyond line of sight via up link
command of two air vehicles of the same type using sequential
communication techniques.
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AVSTD54 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to control the payload via preprogrammed or manual
commands, assuming the AV supports each mode of operation.

AVSTD55 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to receive, process, and present payload data to the
operator so that the status of the payload can be determined.

AVSTD56 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to automatically control the payload using the methods
supported by the AV payload being controlled.

AVSTD57 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to override payload automated or preprogrammed
inputs.

AVSTD58 -  Intentionally deleted.
AVSTD59 -  Intentionally deleted.
AVSTD60 -  Intentionally deleted.
AVSTD61 -  The AV Standard Interface shall be capable of transferring the data

required by TCS to determine target coordinates.
AVSTD62 -  The AV Standard Interface shall be capable of transferring the data

required by TCS to estimate target coordinate accuracy.
AVSTD63 -  The AV Standard Interface shall be capable of transferring the data

required to allow TCS to control and monitor the AV’s Fault
Detection/Location (FD/L).

AVSTD64 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to control and monitor the Payload’s FD/L.

AVSTD65 -  The AV Standard Interface shall be capable of transferring the data
required to allow TCS to control and monitor the data link FD/L when the AV
Data link Control Module is controlling the data link.

AVSTD66 -  The AV Standard Interface shall support a concurrent up link and
down link capability.

AVSTD67 -  The AV Standard Interface shall provide the capability to transfer  a
caution/warning to the TCS when the UAV and/or DCM has identified a
malfunction.

AVSTD68 -  Intentionally deleted.
AVSTD69 -  The AV Standard Interface hardware shall support the data rate

characteristics of the AV, data link and payload to ensure interoperability.
AVSTD70 -  For each TUAV system, the AV Standard Interface shall support

TCS full independent computer redundancy.
AVSTD71 -  Intentionally deleted.
AVSTD72 -  THE AV Standard Interface throughput shall not exceed 50% of the

throughput capability delivered. For an 10 megabit per second Ethernet
connection, the throughput shall not exceed 400 kilobytes per second when
measured over any 5 second interval. TCP/IP overhead shall be included in
the calculation. Ethernet overhead will not be included in the calculation.

AVSTD73 -  As an objective, AV Standard Interface throughput shall not exceed
25% of the throughput capability delivered. For an 10 megabit per second
Ethernet connection, the throughput shall not exceed 200 kilobytes per
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second when measured over any 5 second interval. TCP/IP overhead shall
be included in the calculation. Ethernet overhead will not be included in the
calculation.

AVSTD74 -  The AV Standard Interface software shall be non-proprietary. The
AV Standard Interface shall be based on a Berkley Sockets implementation.

AVSTD75 -  The AV Standard Interface data latency shall not be greater than
that present in the Predator ground control station or the Outrider ground
control station, which ever is smaller. The latency from queuing of messages
to be transferred across the AV Standard Interface shall not exceed TBD
milliseconds. This does not include the mandatory throttling of commands by
the TCS RTP or the DCM not to exceed maximum message frequencies.

AVSTD76 -  Intentionally deleted.
AVSTD77 -  Hardware and software shall be selected for use in the AV Standard

Interface with the goal of providing ease of future changes to the AV
Standard Interface elements. The object of portability for the AV Standard
Interface is to select or develop hardware which will readily host emerging
software packages and software which will be as independent of host
hardware as possible.

AVSTD78 -  The selection of interface cards for communications interfaces,
video, networking equipment, and all other hardware for use in the AV
Standard Interface shall be made according to standards for production of an
open architecture.

AVSTD79 -  Control techniques to minimize electromagnetic interference,
emanation, and susceptibility shall be incorporated into the design of AV
Standard Interface equipment.

AVSTD80 -  A modular architecture shall be used by the AV Standard Interface
software and data elements in order to support future interoperability with
multiple types of UAVs and payloads while maintaining consistent system
interfaces.

AVSTD81 -  AV Standard Interface hardware flexibility and expansion shall be
provided through use of GFE, NSDI and COTS hardware designed to be
upgraded and expanded.

�� ,QWHUIDFH�GHVLJQ

��� ,QWHUIDFH�LGHQWLILFDWLRQ�DQG�GLDJUDPV

This document defines the interface between the Air Vehicle Standard Segment
and the TCS Real Time Processing Segment. For the implementations of TCS
for the foreseeable future, the Air Vehicle Standard Segment shall be
implemented as a Datalink Control Module (DCM).
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Ground Data
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TCS Core

TCS/AV Data Flow

AV Dependent AV Independent

AV Standard
Segment

Data Server TCS Application
2

TCS Application
1

TCS RTP

Other
ApplicationsAV Standard

IDD

Figure 4-1 TCS AV Data Flow

��� &RPPDQG�DQG�7HOHPHWU\�LQWHUIDFH
This section describes the command and telemetry interface between the TCS
Real Time Processing (RTP) and the Datalink Control Modules (DCM).

����� 3K\VLFDO�,QWHUIDFH
This section describes the physical interface between the TSC RTP and the
DCMs.

������� 1HDU�7HUP�,QWHUIDFH
For TCS Phase 1 demonstrations, an implementation using 10Base2 Ethernet
(Thinnet) will be used. The Thinnet segment used to implement this interface
shall be a standalone segment which does not pass through any hubs or
repeaters. This reduces the amount of hardware which is flight critical. The only
devices to be connected to this Thinnet segment shall be the Air Vehicle Datalink
Control Modules and the TCS Real Time Processor. This is to ensure the AV
Standard Interface, which is flight critical, will not experience any interference or
degradation in capability due to other network traffic. This is extremely important
to maintain when connecting the TCS to external C4I networks.
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This implementation shall use TCP/IP Berkley sockets. The TCS shall act as a
sockets client and the Datalink Control Modules (DCMs) shall act as servers. The
TCS is responsible for initiating all TCP/IP connections. This interface shall be
implemented in a manner to allow transition to a different physical interface still
using TCP/IP sockets with little or no source code change required. The port
names are defined below.

System Port Name
TCS TCS_AV_Standard_Interface
AV Datalink Control Module DCM_AV_Standard_Interface

For Phase 1, IP addresses assigned to the  TCS Real Time Processor, and the
Air Vehicle Datalink Control Modules shall be static. IP addresses shall be
assigned as specified in the table below. The manufacturer of each component
is responsible for ensuring the IP address assigned to that component is
configurable without the use of additional hardware.

System IP Address Range
Reserved X.X.X.1 - X.X.X.20
TCS Real Time Processor X.X.X.21 - X.X.X.40
Predator Datalink Control Module X.X.X.41 - X.X.X.60
Outrider Datalink Control Module X.X.X.61 - X.X.X.80
Reserved for Growth Datalink Control Modules X.X.X.81 - X.X.X.255

����� 'DWD�(OHPHQWV
The command and telemetry interface is  a real time message passing interface.
All data elements shall comply with ARPA Standard RFC1014 External Data
Representation Standard. Specifically, all data elements shall map to the XDR
data types Integer, Unsigned Integer, Double-precision Floating Point (Double),
or String. This implies big-endian byte order, 32 bit integer, and 64 bit floating
point representation.

����� 0HVVDJH�$UFKLWHFWXUH
Messages shall be treated as packets at the application level. No fragmentation
of messages shall be allowed at the application level. Messages shall be
immediately preceded by a START_SYNC. All messages shall  be a length
which is a multiple of 4 bytes. Message length does not include the TCP header,
START_SYNC, and message checksum fields, but does include the message
length. Messages shall be followed by a 32 bit message checksum. The entire
message structure shall be the sole payload of a TCP datagram. The message
structure, with TCP header included, is depicted in Table 4-1. XDR Remote
Procedure Calls (RPC) shall not be used to implement this interface.
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Field Size in bytes Value
TCP Header 20 Defined by TCP
START_SYNC 8 0xFFFFFFFFFFFFFFFF
Message length 4 multiple of 4
Message multiple of 4 see message definitions
Message Checksum 4 see checksum definition

Table 4-1 AV Standard Interface Message Structure

The Checksum is defined as a byte-wise unsigned sum over the Message length
and Message fields in to a 32 bit Integer. For the purposes of generating the
Checksum, each 4 byte word will be interpreted as 4 Unsigned Characters. A
functional algorithm for computing the Checksum is given below.

checksum = 0;
for (i=0; i<message_length; i++)

checksum += (int)*(((unsigned char *)message) + i);

If a message is received with an invalid check sum, the receiver shall discard the
entire message. If the DCM is the receiver of the invalid check sum, it shall
generate an AV Warning Message with a new warning with the alert ID set to
1000XXX where XXX is the message ID padded with leading zeros of the
offending message and the alert level set to 2. Once a valid message is received
following the error, the warning shall be cleared with another AV Warning
Message.

If a start sync error is detected, the receiver shall discard the message
immediately preceding the start sync error. If the DCM is the receiver of the
invalid check sum, it shall generate an AV Warning Message with a new warning
with the alert ID set to 1001XXX where XXX is the message ID padded with
leading zeros of the last successfully received message with the alert level set to
2. Once a valid message is received following the error, the warning shall be
cleared with another AV Warning Message.

If the DCM receives a value from the AV which is outside of the valid ranges
allowed by the AV Standard interface, the DCM shall fill that field with either
2**31-1 if the field is an Integer or an IEEE positive infinity if the field is a Double.
The DCM shall then generate an AV Warning Message with a new warning with
the alert ID set to 1002XXX where XXX is the message ID padded with leading
zeros of the message with the out of range field with the alert level set to 2. Once
a message is sent from the DCM to the TCS RTP with a valid value in the
offending field, the warning shall be cleared with another AV Warning Message.
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The message formats used to transfer the command and telemetry data are
defined in the sections which follow. Fields within messages shall be in the order
specified in this document. The combination of field position and field data type
fully specify the position of the field within the message. All fields within a
message shall be contiguous and there shall be no padding between subsequent
fields. Care should be taken in implementing these messages to prevent
compilers from including padding to perform boundary alignment.
Implementations may convert the message definitions as XDR source code and
compile the source with RPCGEN to automate the generation of the interface
management software, but this is not required. Note that RPCGEN is being used
to implement standard Berkley Sockets not the RPC protocol.

All references to Global Positioning System (GPS) time assume the correction
factors embedded in the GPS timing signals to correct to Greenwich Mean Time
(GMT) have been applied.

All references to position and orientation, including but not limited to latitude,
longitude, altitude, roll, pitch, and heading, are referenced to the World Geodetic
System 84 (WGS 84) datum.
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��� Analog Video Interface

Analog video shall enter TCS in NTSC format on a RS-170 interface.

��� Digital Video Interface

Digital video shall be transferred over a high speed network interface TBD. The
protocol is TBD.

�� Requirements traceability
The final IDD will have full requirements traceability. Currently the traceability is
TBD.

�� Notes
background information, rationale
glossary

��� $FURQ\P�/LVW

ACS Aerial Common Sensor
ADOCS Automated Deep Operations Coordination System
ADT Air Data Terminal
AFATDS Advanced Field Artillery Tactical Data System
AFMSS Air Force Mission Support System
AIRTAAirborne Reconnaissance  Information Technical Architecture
ASAS All Source Analysis System
ASD Assistant Secretary of Defense
ATHS Automated Target Hand-off System
ATM Asynchronous Transfer Mode
ATWCS Advanced Tactical Weapons Control Station
AV Air Vehicle
C4I Command, Control, Communications, Computers, and

Intelligence
CARS Contingency Airborne Reconnaissance System
CCTV Closed Circuit Television
CGS  Common Ground Station
CIGSS Common Imagery Ground/Surface System
COMPASS Common Operational  Modeling, Planning, And Simulation

System
COSIP Computer Open Systems Implementation Program
COTS Commercial Off The Shelf
DCM Datalink Control Module
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DII/COE Defense Information Infrastructure / Common Operating
Environment

DoD Department of Defense
DODI Department Of Defense Instruction
DTED Digital Terrain Elevation Data
EO Electro-optical
ETRAC Enhanced Tactical Radar Correlator
FD/L Fault Detection / Location
FOV Field Of View
GDT Ground Data Terminal
GFE Government Furnished Equipment
GMT Greenwich Mean Time
GPS Global Positioning System
GRCS Guardrail Common Sensor
GSM Ground Station Module
HAE High Altitude and Endurance
HCI Human-Computer Interface
IAS Intelligence Analysis System
IDD Interface Design Description
IDT Integrated Data Terminal
IFF Identify Friend or Foe
IIRS Imagery Interpretability Rating Scale
IMU Inertial Measurement Unit
INS Inertial Navigation System
I/O Input / Output
IP Internet Protocol
IPF Integrated Processing Facility
IR Infrared
JDISS Joint Deployable Intelligence Support System
JMCIS Joint Maritime Command Information System
JMF Joint Message Format
JPO Joint Program Office
JSIPS TEG Joint Service Imagery Processing System Tactical Exploitation

Group

JSIPS-N Joint Service Imagery Processing System - Navy

JSTARS Joint Standoff Target Attack Radar System

JTA Joint Technical Architecture
LOS Line of Sight
LRIP Low Rate Initial Production
MAE Medium Altitude and Endurance
MIES Modernized Imagery Exploitation System
MIL-STD Military Standard
MSL Mean Sea Level
NITF National Imagery Transmission Format
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NDI Non-Developmental Item
NTSC National Television Standards Committee
PEO Program Executive Office
PVC Permanent Virtual Circuits
RTP Real Time Processor
SAR Synthetic Aperture Radar
SATCOM Satellite Communication

SPIRIT Special Purpose Integrated Remote Intelligence Terminal
TAMPS Tactical Aircraft Mission Planning System

TBD To Be Determined

TBMCS Theater Battle Management Core System
TCP Transmission Control Protocol
TCS Tactical Control System
TUAV Tactical Unmanned Aerial Vehicle
UAV Unmanned Aerial Vehicle
UAVJPO Unmanned Aerial Vehicle Joint Project Office
UTM Universal Time Macerator
VCR Video Cassette Recorder
VDC Volts Direct Current
VMF Variable Message Format
WGS 84 World Geodetic System 84
XDR External Data Representation
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�� Predator specific appendix

This section discusses the predator specific implementation of the AV Standard
Interface. It includes information on which messages and fields are supported by
Predator and any Predator specific range values if applicable.

��� Predator supported messages

The following messages and fields are supported by Predator. All fields which
are not supported shall be set to zero.
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�� Outrider specific appendix

This section discusses the Outrider specific implementation of the AV Standard
interface. It includes information on which messages and fields are supported by
Outrider and any Outrider specific range values if applicable.

��� Outrider supported messages

The following messages and fields are supported by Outrider.
All fields which are not supported shall be set to zero.
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